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FS-ISAC Expert Webinar: Cloud Security and
the Financial Services Sector Standards and
Best Practices*
15 August | Online
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21-25 August | Reston, VA
Future Cyberthreat Trends
[NEACH Series 4]
24 August | Online (Paid Webinar)
FS-ISAC Expert Webinar: Bank Targeted
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29 August | Online
Affiliate Webinar - LookingGlass: Don’t
Believe the Hype
30 August | Online
NA Cyber-Attack Against Payment Systems
(CAPS) Exercises
12-13 or 18-19 September 19-20 | Online
2017 FS-ISAC Fall Summit
1-4 October | Baltimore
Cyber-Counterintelligence Training
16-20 October | Reston, VA
2017 FS-ISAC EMEA Summit
30 October- 1 November | London
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New In-Depth Training at FS-ISAC Fall Summit
New this year, FS-ISAC is offering three additional training opportunities for our
members and attendees at the Fall Summit in Baltimore, 1-4 October.
Sunday 1 October | 11 a.m.-4 p.m. ET
• Oasis - STIX 2.0 Workshop**
• Treadstone 71 – Intelligence for the C-Suite and Stakeholders**

** Please note that the Sunday trainings require an additional fee and registration. More.

Monday 2 October | 8-11 a.m. ET
• NCSA - The NIST Cyber Security Framework - Small and Medium Business
Cybersecurity Workshop | Included with Summit registration
Make sure you mark your calendar for our keynote speaker, John Brennan, former
director of the Central Intelligence Agency at 1:15 p.m. ET on Monday 2 October.
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“Best Ideas” Keynote Announced for EMEA
Summit
The FS-ISAC EMEA Summit (30 Oct.-1 Nov. | London)
keynote will be delivered by internationally recognized
researcher, author and speaker Keren Elazari! Helping
us to kick-off the event join Elazari on Monday 30 October
as she discusses all matters related to cybersecurity
and hacker culture. Her independent research about
cybersecurity has been featured by Scientific American,
WIRED magazine, TED.com, VICE Media and more.
Elazari’s TED Talk in 2014 “Hackers: the Internet’s
Immune System” was viewed by millions online, translated
to 30 languages, selected for TED.com’s “Most Powerful
Ideas” and Inc.com’s ”Top TED Talks for Entrepreneurs”. Her latest collaboration
a book for “Women in Tech” (2016, Penguin Random House) is an Amazon best
seller. Remember to plan your travel and register today.

Participating in Sheltered Harbor
Protects Customers from the Unthinkable
Sheltered Harbor, a wholly owned subsidiary of FS-ISAC, is a financial services
industry cooperative initiative driving the implementation of an enhanced resiliency
model by financial institutions in the event a major cyber-attack. Sheltered Harbor
was created for the industry by the industry to help address a worst-case scenario
situation. The concept for Sheltered Harbor arose during a series of successful
cybersecurity simulation exercises between US public and private sectors known
as the “Hamilton Series” in 2015. What do financial institutions do if all other
cyberdefenses fail?
Sheltered Harbor is a cooperative, mutual assistance model and industry standard
with members from various financial institutions, associations and core processors.
For more information and to learn how to join, please visit us online or email us.

FS-ISAC Council, Committee and
Working Group Updates
Securities Industry Risk Group (SIRG) EMEA
Email List Created
Based on member feedback, the Securities Industry Risk
Group (SIRG) - Europe Middle East and Africa (EMEA) email
distribution list was created to provide an information sharing
forum for FS-ISAC member firms. Members included in this
group are securities/investment industry (including asset
managers, broker dealers, hedge funds, private equity firms)
based in the EMEA region who want to share information with
other members in the region. This email distribution list will
allow members in the EMEA region to gain a more hands-on
experience with their FS-ISAC membership and have a new
outlet for information sharing related to cyber and physical
threats and regulatory cybercompliance. Members of this
group will also be included in the FS-ISAC SIRG mailing list to
enable them to communicate with other members in the SIRG
and to receive SIRG materials like newsletters, invites to SIRG
meetings and access to material in the SIRG folder on the Portal.

New Critical Infrastructure Collaboration
Working Group (CICWG) Established
The FS-ISAC Public-Private Partnerships team this year
established the Critical Infrastructure Collaboration Working
Group (CICWG), intended to serve as a highly trusted, real-time
information exchange among ISACs with significant reach to

Products and Services Discounts
Did you know that as a member of FS-ISAC you can take
advantage of special offers and discounts on product and
services from our Affiliates and Strategic Partners? Visit
the member discount page to see current offers. Make
sure to bookmark and check back often as offers are
updated and added frequently!
their members. Working at the analyst-level, the CICWG has
enhanced both routine and event-driven information sharing
between the eight participating ISACs. FS-ISAC leverages the
CICWG to better understand the breadth of threats across the
private sector, as malicious campaigns rarely have a singlesector focus. This has also improved FS-ISAC’s information
exchange with our sector dependencies and has allowed us to
share such information within our membership.

Alternative Investor Council (AIC) Summary
The Alternative Investors Council (AIC) held a meeting in
NYC at Two Sigma, an FS-ISAC member firm, on July 20.
The members participated in a presentation from Flashpoint
and received an overview by Greg Gist and Barry Richards on
North East First. The AIC consists of 90 members representing
57 firms.  Of those firms, 38 are hedge funds, nine are private
equity firms and 10 are other alternative investment firms.

ISAC Analysis Team Updates
Oracle Critical Patches
Oracle released its July Critical Patch Update (CPU) last week
fixing 308 vulnerabilities. This Critical Patch Update provides
fixes for products families including: Oracle Database Server,
Oracle Enterprise Manager, Oracle Fusion Middleware, Oracle
Hyperion, Oracle E-Business Suite, Oracle Industry Applications
(communications, retail and hospitality), Oracle Primavera,
Oracle Sun Products, Oracle Java SE and Oracle MySQL. 136
of the issues addressed by the security patches can be exploited
remotely without authentication. 27 out of the 308 vulnerabilities
addressed by Oracle were classified as critical flaws rated with
a CVSS base score between 9.0 and 10.0. The most severe
issues addressed by the critical patch updates are CVE-201710137, CVE-2017-10202, CVE-2015-3253, CVE-2017-5689
and CVE-2016-4436.
Fall Summit, continued
In addition, the Fall Summit will feature other new activities
including an Innovation Challenge where members can submit
ideas for an innovative technology or process that tackles
new and emerging cyberthreats through problem solving
and innovation. Winners of will be crowdsourced by Summit
attendees and announced at the closing ceremony.
Or think you have what it takes to tackle a diverse range of
topics including reverse engineering, network sniffing, protocol

Trickbot Starts Targeting US Financial
Institutions
IBM Trusteer researchers report rising TrickBot campaigns
with configurations targeting banks in various English-speaking
geographies. TrickBot’s operators continue to focus on business
banking, aiming for larger bounties in each attack. It has been
the most active banking Trojan in terms of geographical scope
in 2017. TrickBot’s operators typically test the waters in different
regions and then expand the attack target list. TrickBot quickly
spreads to new locales and deploys redirection attacks. TrickBot
is good at varying the types of files and attachments utilized in
order to evade automated detection. FS-ISAC members may
log into the member Portal for additional information.

analysis,
system
administration,
programming and cryptanalysis? Join
the FS-ISAC Capture the Flag event to
and earn your bragging rights!
Want more? View the brochure, book
your accommodations and visit the
Summit site.

Follow us on Twitter @FSISACUS or join the discussion on LinkedIn.
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