HOW WILL YOUR FINANCIAL INSTITUTION RESPOND TO A
CYBER THREAT OR ATTACK?

PRACTICE YOUR PLAN  PLAN YOUR PRACTICE
TAKE TWO HOURS IN OCTOBER TO FIND OUT
IN A SIMULATED THREAT EXERCISE!

REGISTER FOR ONE | OCTOBER 6-7 or OCTOBER 13-14 | NO COST TO FINANCIAL INSTITUTIONS
2015 FI CAPP REGISTRATION FORM http://www.fsisac.com/capp-usa
WHAT  In October, FS-ISAC and the Payments Risk

WHY  The reality is that security breaches, system

Council are conducting a two-day, table-top exercise that
simulates an attack on payment processes. This annual
exercise will help you internally assess your financial
institution’s readiness in the event of a cyber-attack.

compromises, and countless other cybersecurity issues are
common and can be severe. CAPP is a confidential exercise
that allows you to practice mobilizing quickly, working
under pressure, critically assessing rapidly changing
information to defend against attack. This respected model
helps to:

Cyber-attacks and pervasive vulnerabilities are reality of
cyber risk. Participating in threat simulations is a best
practice for cybersecurity management. Challenge your
team with CAPP 2015! http://www.fsisac.com/capp-usa

WHO  Financial Institutions  Credit Unions
You do not need to be a FS-ISAC member and there is no
charge to participate.

 Identify gaps in incident response plans
 Strengthen incident response team relationships
 Build understanding of system vulnerabilities
 Drive exploration of improvements in response

WHEN  Choose the week that works best for you

MORE  For more information, background and questions

October 6 – 7 | Registration deadline September 29
October 13 – 14 | Registration deadline October 6

and answers please visit www.fsisac.com/capp-usa.

THE BASICS 
HOW DOES IT WORK? Your primary contact will receive a set of Incident Response Meeting Reports via WebEx each morning
over 2 consecutive days. The reports are presented by actors with supporting PowerPoint slides. After your team has
reviewed the information, you will anonymously answer a series of questions via Survey Monkey. You will need access to
WebEx and Survey Monkey to participate. You will not be asked for any confidential or identifying information.
HOW MUCH TIME DOES IT TAKE? On average, the exercise takes approximately an hour each day.
WHO SHOULD BE INVOLVED? Typically, the response team includes a manager from Payment Operations, IT, Risk
Management, Customer Service and Communications. Some organizations also invite a legal representative and a senior
executive to either participate or observe the process.
HOW IS OUR RESPONSE RATED? It is not rated. Responses are submitted anonymously and collated by general metrics to
produce an overall picture of how financial institutions are responding to cyber-attacks and emerging best practices from the
data. Many organizations use this exercise as an internal opportunity to identify the strengths and weaknesses in their plan.
DO WE HAVE TO BE A MEMBER OF FS-ISAC? No. The CAPP Exercise is provided by FS-ISAC and the Payments Risk Council. It
is offered to at no charge to all financial institutions as an industry service.

