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Executive Summary

This white paper provides insights for regulators, supervisors, and
financial institutions on the significance of establishing a global
transition timeline for the financial sector's migration to post quantum
cryptography (PQC), along with key considerations for its
implementation. It is the belief of the authors that coordinated, proactive
planning will enable a more efficient transition.

Written by a team of experts in multiple organizations and countries, the
white paper describes the risks of delay in detail, covers the sector's
critical dependencies and stakeholders, and discusses existing
regulations. It outlines the key outcomes of a phased approach and
explains why consensus is currently limited around the target dates.

The goals of the white paper are to:

P Promote consensus within the financial sector on the need for
coordinated action among key stakeholders.

P Establish agreement on the steps needed to develop such
coordination.

P Foster and facilitate collaboration by identifying the
interdependencies and complexities of the migration and building
a framework for collective, proactive engagement.

The time to prepare for quantum computing is arguably growing shorter,
and the risks to security and resilience are clear. The migration to post
quantum cryptography will not be simple — but the insights in this work
will help the financial services sector make the transition with fewer
challenges and more efficiency.
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The Risks of Crypto-Procrastination

The transition to quantum-resistant cryptography is a global challenge that demands
strong focus and coordination, particularly in the financial sector. Despite increasing
awareness, many organizations have yet to define or apply resources adequately
supporting quantum-resistant projects. This delay (what we call crypto-
procrastination) threatens the overall migration roadmap by compressing future
implementation tasks into unrealistically short timeframes.

Mosca's Theorem, below, illustrates the issue. In short, Mosca's Theorem posits that
if the amount of time that data must remain secure (X years) plus the time it takes to
upgrade cryptographic systems (Y years) overlaps with the arrival of
cryptographically-relevant quantum computers (Z years), financial services firms will
run out of time to implement crypto-resilient algorithms. The effective migration
window should be adjusted according to data sensitivity, system lifecycles, and the
development of available post-quantum solutions.

Augmented Mosca's Theorem

(Z years)
Crypto- P : . H -
N (Y years) Migration | [al| (X years) Shelf-life
A Threat Timeline A
>
Year O 5 10 15 20
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Three key factors typically contribute to crypto-procrastination:

1. Underestimating the impact
2. Misunderstanding the complexity of migration
3. Deferring the quantum threat as a future risk

Financial services’ complex, systemic, and interconnected ecosystem means the
sector has critical dependencies and sequencing considerations that hamper
individual progress and coordination. Those dependencies and considerations include:

» Peer financial institutions: There are significant CCPs are guarantors
dependencies between regulated firms for delivery of trades between
of services, including financial market infrastructure ~ buyers and sellers
such as Central Counterparties (CCPs) and Central
Securities Depository (CSDs). Eliminating quantum-
vulnerable cryptography may be delayed by the need
to support slow movers.

CSDs allow the
transfer of securities
through a book entry

rather than physical
» Publicly owned financial market infrastructure: certificates

Some of the most critical financial services
institutions are highly dependent on financial market infrastructure (e.g.,
payments and settlement systems) owned and operated by the public sector
(e.g., national central banks). These services must also migrate within the
necessary timelines. We recognize that private and public networks have
different risk profiles. Private networks are out of scope for this document but
should be considered by the sector in the future.

» Critical infrastructure organizations: Financial institutions rely on the services of
other sectors, such as telecoms and energy. For financial institutions to be
resilient, those sectors will also need to become quantum secure.

» Technology and service providers: Financial institutions are heavily dependent
on third parties to provide mature, quantum-safe products and services. Due to
the criticality of financial systems, institutions will require more time than other
businesses to update third-party products to mitigate the risk of instability or
security vulnerabilities.

» Standards/governing bodies: Financial systems and their service providers are
connected through technical standards and similar bodies. Systems and
suppliers need to coordinate with these often cross-sector entities to ensure
successful upgrades to crypto-resilient products, both within the financial
services sector and across all ecosystems.
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» Budget timelines: Financial institution
investment cycles can be several years long.
Budget decisions need to be sequenced and

. o cryptography and crypto-
planned with sufficient — often lengthy — procrastination, see the Post
timelines to accommodate the investments. o antum Crypt'ography

Working Group's other white

For guidance on managing the
risks of post-quantum

papers.
The Need for Global Coordination > Current State (Crypto
Faced with uncertainty about future standards of Aqility) Technical Paper
algorithms, certificates, and other cryptographic o ;;?Uée Szl Tediniesl
infrastructure, and considering the continuing » Infrastructure Inventory
maturity of post-quantum algorithms, institutions Technical Paper

need to plan migration using a cryptographically
agile approach. This involves adopting architectures that allow for algorithm changes
without major redeployment, separating business logic from cryptographic primitives,
and maintaining a cryptographic inventory that provides the firm with information on
its level of agility.

Given the financial sector’s extensive interconnectivity, a synchronized migration
strategy would streamline the transition by addressing key bottlenecks, including the
following.

Fragmentation Confusion

Misaligned strategies due to the adoption of Misaligned timelines across multiple jurisdictions,
incompatible approaches or divergent timelines creating conflicts, uncertainty, and difficulty in
among firms. executing migration.

Prolonged reliance on Duplicated effort

outdated cryptography Wasted resources as firms independently solve the

Quantum-vulnerable cryptography deprecation same challenges without sharing knowledge.

delayed by the need to maintain backward
compatibility with slow movers.

The Existing Recommendations and Timelines section offers more considerations for resolving the challenges of confusion and
insights on regulation.
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Existing regulations, such as DORA," or obligations, such as PCI-DSS," require
organizations to prevent future challenges to cryptography. However, a global action
plan and timeline are essential to help prevent crypto-procrastination and ensure an
orderly transition. Many institutions have identified the need for coordination. Banca
d'ltalia, for example, stated that “despite growing awareness of the quantum threat, a
comprehensive and widely shared action plan in this area remains elusive. The lack of
such a plan concerning the transition to a quantum-safe world may induce protracted
inertia in the financial system'’s migration efforts.”v

The positive impact of influential timelines was demonstrated by the first version of
the US National Security Agency’s (NSA) transition plan, Commercial National Security
Algorithm Suite 2.0 (CNSA 2.0), published in 2022."

By publishing its internal transition timeline, the US government and its NSA achieved
three key goals:

1. Provided public visibility of their roadmap.

2. Established milestones for national security system administrators.

3. Informed its vendors and service providers of what the US government will
expect from them.

In practical terms, the CNSA 2.0 timeline helped relevant IT vendors prioritize PCQ
activities and product roadmaps in 2022, 2023, and 2024 to prepare for future
integration of PQC. As of today, leading internet browsers like Chrome and Edge,
cryptographic libraries like OpenSSL,¥ and content delivery networks like Cloudflare"!
have begun supporting hybrid and classical post-quantum key establishment that
protects web browsers.

According to Cloudflare Radar,"" a sizeable portion of Post-quantum key
today's internet traffic is already protected by quantum- exchange algorithms
resistant encryption. It can be inferred from Cloudflare’s establish a shared
data that an equivalent proportion of traffic is likewise secret key between
protected. two parties that can be

used to protect
confidentiality with
symmetric encryption
algorithms (like AES).

> ‘ TLP © 2025 FS-ISAC, Inc. | All rights reserved | 7



Post Quantum Cryptography
& FS-ISAC Timelines

Post-Quantum Encryption Adoption

Post-quantum encrypted share of HTTPS request traffic
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Source: Cloudflare’s adoption and usage dashboard

Existing Recommendations and Timelines

The authors believe that global coordination is necessary to create consistent
timelines for transition activities — in our sector and overall — and that the financial
services ecosystem should be working towards a common end-date. However, to
date, we have observed a lack of consistency in activities or timelines in industry-
agnostic publications and in financial services-specific publications. The sector must
align across jurisdictions, or the ecosystem will not be able to come together to
achieve the goals.

We recognize the reasonable consensus of 2035 in government timelines as an end
date. Institutions such as the Europol Quantum Safe Financial Forum,* FS-ISAC X the
UK'’s Cross Market Operational Resilience Group (CMORG),* the Canadian Forum for
Digital Infrastructure Resilience X' the G7 Cyber Experts Working Group,X the World
Economic Forum,®" the US’s Bank Policy Institute,*” and the Bank for International
Settlement™' recommend that financial institutions start the migration effort to post
quantum cryptography as soon as possible.
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However, these recommendations have not translated into tactical action plans by
financial services firms. Though some guidance has been published that could be
prescriptive in certain environments (largely government and national security
systems), most publications related to the financial sector lack detail and are unlikely
to drive global alignment effectively.

Some key publications provide relevant insights into the financial sector’'s window:

» The Australian Cyber Security Centre*i and the US NSA®' published mandatory
timelines and policies (the NSA’s CNSA 2.0, an update of the 2022 version, is
less detailed in use cases but offers a shorter final deadline).

» The UK National Cyber Security Centre published guidance on migration
timelines for organizations.*x

» The European Commission has published A Coordinated Implementation
Roadmap for the Transition to Post-Quantum Cryptography,* and agencies from
18 EU member states published a joint statement

» The US National Institute of Standards and Technology (NIST) announced its
intention to deprecate the use of normal security configurations of quantum-
vulnerable cryptography (like RSA-2048) by 2030 and disallow the use of all
classical public key cryptography by 2035 The NIST timeline decouples the
transition timeline from the expectation of a Cryptographically Relevant
Quantum Computer (CRQC), especially in the financial sector, in which
organizations are required to comply with standards for security and
interoperability reasons. This is recognized as a general indicator or standard for
the industry. The financial services sector must decide how to incorporate these
standards into its guidelines.

» In February 2024, the Monetary Authority of Singapore published a circular to all
financial institutions under its jurisdiction with recommendations to address the
cybersecurity risks associated with quantum i

» InJanuary 2025, the Bank of Israel published a directive requiring banking
corporations and licensed payment service providers to develop an initial
preparedness plan >V
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Compared Transition Timelines
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Recommendations and guidelines Start planning £ Startimplementing PQC

Policies and requirements [£9) complete planning

Clearly specified timelines

& Complete the migration on most sensible use cases

@ stop using vulnerable cryptography

*National security systems have different timelines dictated by CNSSP 15
xiPlease see the References and Resources section for source publications.

A comparative analysis of these publications shows a strong consensus: firms must
create a quantum threat program as soon as possible to initiate planning and improve
cryptographic management maturity (which is also required by policies like DORA in
the EU or PCI-DSS in 2025).

It also shows how the period 2030-2031 represents a key milestone, when algorithms
like RSA-2048 will be deprecated. National cybersecurity organizations (such as those
in Australia and the US) recommend that institutions have either completed the
migration to PQC or have migrated critical use cases by then.

However, agreement or convergence among most financial institutions towards this
target date remains limited. Though quantum-resistant solutions are expected to
become available starting as early as 2026 (if not actively used already), most
statements specific to the financial sector only recommend that planning should
begin. For instance, the UK NCSC recommends starting the migration of critical use
cases after 2028, giving firms just two years to meet the Australian requirement and
ignoring the current availability of quantum-resistant solutions for some key use
cases, such as critical websites.
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Considerations for a Global Timeline

Transition Phases

The authors understand that a phased transition approach mitigates many of the risks
of rolling out PQC. Financial institutions believe that by prioritizing the high-and
medium-risk use cases first, many of the biggest concerns in transitioning from
qguantum-vulnerable algorithms will be mitigated, helping them ensure all appropriate
resources are prioritized and deadlines are met.

At a very high-level, phasing should consider at least:

1. Theinitiation of a focused transition program, which would include:
» Incorporating quantum resistance into the organization’s risk framework and
culture
» Estimating and securing needed resources and budgets

2. Adiscovery and inventory phase, through which financial institutions should:

» Inventory their dependencies on quantum-vulnerable algorithms, prioritizing
high-risk portions of their architectures that are easily identified

» Continue to gather data and apply prioritization for all business use cases in the
remainder of the ecosystem.

3. A deployment phase

» Remediate all high- and medium-risk use cases of A key output of this

quantum-vulnerable algorithms and have plans for phase is an initial action
the remainder plan with adequate
» Begin to disallow connections using qguantum- organizational
vulnerable algorithms accountability and
leadership.

4. An exit phase, during which financial institutions
should:

» Disallow all quantum-vulnerable algorithms

» Embrace cryptographic agility, so they can change algorithms (and hybrids of
algorithms) as needed

» Conduct an audit to ensure there are no hidden dependencies on quantum-
vulnerable cryptography

» Measure, attest, and report on the continued compliance with policy and
regulatory requirements.
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The timelines published by relevant
standards organizations and national
security agencies will help inform the timing
of the key milestones in this phased
approach. For instance, the exit phase
should end by 2035 to meet currently
published recommendations from security
agencies.

Dependencies

The timeline needs to consider a number of
dependencies and identify ways to influence
external stakeholders. Specifically:

Ecosystem dependencies: The timeline
should ensure all existing interoperability
platforms in the financial sector transition in
coordination. This could include how the
timelines affect payments networks,
markets/exchanges, central banks,
clearinghouses, etc.

Vendor dependencies:**"'" As it relates to
technology and service providers, the
timeline should note that some financial

Stakeholders

Several groups of constituents should
be part of this coordinated timeline
conversation and implementation:

P Supervisory and regulatory
agencies

P Financial institutions

P> Financial market infrastructure
providers

P Operators of public sector
financial market infrastructure

Other groups that should be
consulted or involved:

» Working groups focused on the
financial sector’'s quantum
safety

» Vendors supplying functionality

to financial institutions or their

supply chain

Standards bodies (e.g., IETF)

The open-source community

Managed service provider

financial institutions

» Customers

vVVYyy

institutions are also vendors to others. It should identify ways to influence the

vendors’ roadmaps.

Standards dependencies: Aside from PQC standards, firms have dependencies on the
roadmaps of standardization bodies like the Internet Engineering Task Force (IETF)Vi
and industry collaborations, like the X9 Financial PKI.*™ For instance:

» Updates to protocols like TLS, IPSEC, and SSH
» Certificate standards, including signature and certificate construct standards.
» Definition of interoperability/interim protocols, such as hybrid certificates.

Governance and regulation dependencies: The success of the transition will require
financial institutions to ensure they can define and implement methods and systems

& | TP
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for governance and ensure relevance and compliance with internal policies. For
example:

» Complying with any current or future regulations on cryptography management
or quantum safety

» Communicating relevant milestones and expectations with customers and
partners

Conclusion

The global, interconnected, and interoperable nature of the financial ecosystem
requires worldwide alignment on priorities and transition timelines across the sector.
Constructs and guidance from authoritative and governmental agencies, such as
CNSA 2.0 (which is specific to US agencies), should provide guidance, inform a
coordinated global transition timeline, generate a top-down approach for financial
institutions to initiate, and provide resources to transition programs.

This approach should align activities involving all relevant stakeholders, especially
those providing technology products and services or managing interoperability
platforms (like markets, payments, or messaging), through clear and reasonable
milestones that:

» Enforce action.

» Facilitate compliance with local policies and regulations across jurisdictions.

» Reduce the need to maintain backward compatibility. Maintaining both
guantum-vulnerable and quantum-resistant algorithms for long periods could be
complex and cumbersome. Being clear on the timeline and when to deprecate
older technologies reduces the complexity of operating in a bifurcated
landscape.

A key aspect of achieving this goal is collaboration within the sector. Post quantum
cryptographic resilience is not a competition, but a collaborative project.
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