
FS-ISAC 2024 A M E R I C A S S P R I N G S U M M IT A G E N D A   |   1|   A G E N D A S U B J E C T T O C H A N G E

MONDAY |  4 MARCH, 2024 TIMEZONE: PST

TIMEZONE: PST

7:30 - 8:15 AM

7:30 AM - 6:30 PM

Breakfast

Registration

AGENDA
SUNDAY |  3 MARCH, 2024

3:00 - 7:00 PM

5:00 - 7:00 PM

Early Registration

Welcome Reception

8:15 - 8:45 AM

10:30 - 11:00 AM

Opening Remarks with Stephen Sparkes

AM Networking Break

8:45 - 9:30 AM
Keynote with Jonah Berger

12:00 - 4:00 PM

9:30 - 10:00 AM

10:00 - 10:30 AM

Insider Threat Tabletop Exercise

Navigating Current and Future SEC Requirements

CISO-GPT: Leverage AI to Augment Corporate Security Posture

SECURITY ORGSUNDAY EXERCISE

SECURITY ORGPLATINUM

SECURITY ORGPLATINUM

8:30 - 8:45 AM FS-ISAC Board of Directors Election Overview
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Down the Rabbit Hole with Fusion 
Threat Research

Cyber Vigilance Through Active 
Situational Awareness

12:00 - 12:45 PM

2:00 - 2:45 PM

New Regs and the Path to Supply 
Chain Cyber Resilience

The Next Nth Party Disaster: 
Addressing the Known Unknown

Fraud Prevention Roundtable

Building Blocks: Anatomy of a Cyber 
Fraud Kill Chain

Detecting Multi-Cloud Attacks While 
Protecting Data Privacy

Applying AI to API security

Enterprise Cyber Cost Optimization 
(ECCO)

Meeting Security Needs in a 
Resource-Constrained Environment

Investing in People: The State of 
Workforce Development

An Iconoclastic Guide to Establishing 
a CTI Program

INTEL -  ATTACKS

INTEL -  ATTACKS

RESILIENCE -  SUPPLY CHAIN

RESILIENCE -  SUPPLY CHAIN

SECURITY -  FRAUD

SECURITY -  FRAUD

SECURITY -  TECHNOLOGY

SECURITY -  TECHNOLOGY

RESILIENCE -  BOARD REPORTING

RESILIENCE -  BOARD REPORTING

SECURITY -  PEOPLE

SECURITY -  PEOPLE

12:45 - 1:45 PM

2:45 - 3:15 PM

Lunch

PM Networking Break

A Tale of Two DDoS Attacks

3:15 - 4:00 PM

Build Trust in Applications: 
Why ASPM is key for SSDF & SLSA

Catching Phish: Establishing a 
Telecommunications Abuse Prog

Creating Developer-Security Alliances: 
Proactive Strategies

Sound General Quarters Wrong and Proud: How to Fail Right

INTEL -  ATTACKS RESILIENCE -  SUPPLY CHAIN SECURITY -  FRAUD

SECURITY -  TECHNOLOGY RESILIENCE -  BOARD REPORTING SECURITY -  PEOPLE

Blue Teamer’s guide to Detecting Qakbot

11:00 - 11:45 AM

Enhancing Software Supply Chain 
Risk Management with SBOMS

Partnering with Telecom to Combat 
Voice and Text Abuse

Closing the Gap: Automating Citi’s 
Cloud Security Hygiene

A Peer-Benchmarked C-Suite Threat 
Resilience Story

Not Your Average Hack-Hers

INTEL -  ATTACKS RESILIENCE -  SUPPLY CHAIN SECURITY -  FRAUD

SECURITY -  TECHNOLOGY RESILIENCE -  BOARD REPORTING SECURITY -  PEOPLE

AGENDA
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Why Threat Intelligence is a Crucial 
Layer in Cyber Defense
ESET

Flashpoint’s Response to 
Emerging AI Cyber Threats
Flashpoint

Rethinking Security in the 
Financial Service Industry
Lookout

Pentera: Automated Security 
Validation
Pentera

Plunge into Compliance: 
Stay Afloat on the Attack Surface
RunZero

Not Your Grandparent’s AI: 
A New Age of Cybersecurity in FSI
Tanium Inc.

The Era of AI: Augmented Security 
vs Advanced Threats
BlackBerry Cybersecurity

5:15 - 6:30 PM Booth Crawl Reception

TUESDAY |  5 MARCH, 2024 TIMEZONE: PST

7:30 AM - 5:15 PM Registration

7:30 - 8:15 AM Breakfast

8:30 - 8:45 AM Critical Providers Panel

8:15 - 8:30 AM Opening Remarks

8:45 - 9:15 AM Bret Arsenault Talk SECURITY ORGPLATINUM

9:15 - 9:45 AM Post Quantum Cryptography: Is 2024 the year? SECURITY ORGPLATINUM

9:45 - 10:15 AM AM Networking Break

Spider Stompin’: Turning Weak Signals 
into Noise

10:15 - 11:00 AM

Securing Open Source Software in the 
Financial Sector

How Fraud Info Sharing Helps Prevent 
and Mitigate Fraud

On Your Left: How Target Collects and 
Processes Intelligence

AI Risk WG: Generative AI Threats and 
Controls Framework

Journey to an Effective User and 
Entity Behavior Analytics

INTEL -  ATTACKS RESILIENCE -  SUPPLY CHAIN SECURITY -  FRAUD

INTEL -  THREAT INTEL SECURITY -  EMERGING TECH SECURITY -  IAM/INSIDER THREATS

4:15 - 5:15 PM

Silver Showcase  |  Closed to Sponsors

API Overload: The Silent Catalyst 
of Unknown Cyber Risk

AGENDA
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Build a preventative AI-powered 
Approach to DDoS Protection

Evolving Protection Beyond the Four 
Walls

Building a Country Threat Assessment 
Matrix

11:15 AM - 12:00 PM

2:00 - 2:45 PM

3:15 - 4:00 PM

The Missing Link Behind Identity 
Security & 3rd Party Risks

Addressing the Domino Effect of 
Third-Party Risk

Keep Calm and Patch On: Intel Based 
Vulnerability Management

Case study: Disrupting Check Fraud

Partnering for Card Fraud & Data 
Security Protection

Claims Automation Risk Integration 
and Platform Development

Coordination & Information Sharing In 
Global Institutions

CTI & Fraud Collaboration Playbook

How to Take Cookies from the Cookie 
Monster: Genesis Market

Journey to Modern FIDO 
Authentication

Financial Public Key Infrastructure 
(PKI)

Data Security: Not Just for the AI 
Generation

The Intersection of Insider Risk and 
Incident Response

Managing Identity Attack Paths in 
Active Directory and Azure

The Evolution & Future of Identity

INTEL -  ATTACKS

INTEL -  ATTACKS

INTEL -  ATTACKS

RESILIENCE -  SUPPLY CHAIN

RESILIENCE -  SUPPLY CHAIN

RESILIENCE -  SUPPLY CHAIN

SECURITY -  FRAUD

SECURITY -  FRAUD

SECURITY -  FRAUD

INTEL -  THREAT INTEL

INTEL -  THREAT INTEL

INTEL -  THREAT INTEL

SECURITY -  EMERGING TECH

SECURITY -  EMERGING TECH

SECURITY -  EMERGING TECH

SECURITY -  IAM/INSIDER THREATS

SECURITY -  IAM/INSIDER THREATS

SECURITY -  IAM/INSIDER THREATS

2:45 - 3:15 PM PM Networking Break

Tempt the Titans Lunch

12:00 - 1:45 PM

Achieving AppSec Maturity Through Unification

World’s First: Fast, Real-Time, Encrypted Data Processing

Unlocking Visibility in FinServ for Better AppSec Programs

Beyond Prioritization: Parallel Workflows to Max Efficiency

AGENDA
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WEDNESDAY |  6 MARCH, 2024 TIMEZONE: PST

7:30 - 8:30 AM

7:30 AM - 4:00 PM

Breakfast

Registration

8:30 - 8:45 AM Opening Remarks

9:45 - 10:15 AM AM Networking Break

8:45 - 9:15 AM

9:15 - 9:45 AM

Cyber Resilience: The Practical Impact of New Regulations

Revamp Advisor Access: Optimizing Security & Reducing Cost

SECURITY ORGPLATINUM

SECURITY ORGPLATINUM

Countering Emerging APAC Threats

10:15 - 11:00 AM

Cyber Resilience Continuous 
Improvement: Securing the Future

Beyond Basics: Expert Use of FS-ISAC 
Resources in IR and CTI

The Evolution of SDLC: The SECURE 
Development Lifecycle

What’s Next in AI and Automation for 
Security Operations?

Protecting Digital Assets

INTEL -  THREAT INTEL RESILIENCE -  GRC RESILIENCE -  INCIDENT RESPONSE

SECURITY -  TECHNOLOGY SECURITY -  EMERGING TECH SECURITY -  PEOPLE

Solving the Human Element using 
Adaptive Email Security
Egress Software Technologies

Top Interview Fraud Tactics and How 
To Combat Them
HYPR

Securing APIs - The New Sheriff in 
Town
Noname Security

Integrate Acquisitions & Manage Risk: 
The DTCC Experience
ReliaQuest, DTCC

Driving Innovation in Digital Supply 
Chain Risk Management
RiskRecon by Mastercard

Harmony & Hazard: The Insider Threat 
Balance
Securonix

The Top -10 Operational and Security 
Risks of OSS Consumption
Citi & Endor Labs

4:15 - 5:15 PM

Silver Showcase  |  Closed to Sponsors

Mastering Shadow SaaS: Security and 
Efficiency
Suridata

AGENDA
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Cyber Threat Intelligence for Latin 
American Finance

Consolidating Intel Processes: An 
Arvest Fusion Center Story

Collaborative Cyber Resilience in 
Canadian Financial Sector

A Survival Guide to PIR Stakeholder 
Interviews

11:15 AM - 12:00 PM

12:15 - 1:00 PM

Shields Up, Shift Left: The Evolution of 
Cyber Defense

The Great Migration: Journey to a 
Modern GRC Platform

Addressing Cloud and AI Risks via 
PPP Collaboration

The New World of Hyperautomated 
Risk Quantification

Anatomy of Incident Response

Incident Response Roundtable

Discussions with Exchanges after 
LockBit 3.0 Attack

Embracing Systems Thinking in IR

External Attack Surface Management 
& Intelligence Unite!

Achieving Resilience and Scale in the 
Cloud

SaaS Insider Threat Reality vs Gartner 
Alphabet Soup

Security Asset Awareness Not Asset 
Management

The Dark Side of GenAI

Taming without Maiming: AI, Have it 
Your Way

Exposing Adversarial Use of AI for 
Cyber Enabled Operations

Future Proofing Yourself in a Post 
Quantum World

Building an Effective Red Team 
Program for Maximum Impact

Task Failed Successfully: Planning 
Efficient Purple Teaming

The Not-So-Easy Task of Building a 
Threat Management Team

BISO Bootcamp: Everything You Need 
for a Successful Program

INTEL -  THREAT INTEL

INTEL -  THREAT INTEL

INTEL -  THREAT INTEL

INTEL -  THREAT INTEL

RESILIENCE -  GRC

RESILIENCE -  GRC

RESILIENCE -  GRC

RESILIENCE -  GRC

RESILIENCE -  INCIDENT RESPONSE

RESILIENCE -  INCIDENT RESPONSE

RESILIENCE -  INCIDENT RESPONSE

RESILIENCE -  INCIDENT RESPONSE

SECURITY -  TECHNOLOGY

SECURITY -  TECHNOLOGY

SECURITY -  TECHNOLOGY

SECURITY -  TECHNOLOGY

SECURITY -  EMERGING TECH

SECURITY -  EMERGING TECH

SECURITY -  EMERGING TECH

SECURITY -  EMERGING TECH

SECURITY -  PEOPLE

SECURITY -  PEOPLE

SECURITY -  PEOPLE

SECURITY -  PEOPLE

1:00 - 2:00 PM Lunch

2:15 - 3:00 PM

3:15 - 4:00 PM

Members Only

Members Only

AGENDA
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