@ FS-ISAC
FinCyber Today Summit
Orlando, FL | 1 - 4 October

-NDA

SUNDAY | 1 OCTOBER, 2023 TIMEZONE: EDT

12:00 - 4:00 PM

3:00-7:00 PM

5:00-7:30 PM

Resilience Exercise: An Artificial Intelligence Being Used for Market *

Early Registration

Welcome Reception

* Members Only - additional registration required

MONDAY | 2 OCTOBER, 2023 TIMEZONE: EDT

7:30 AM - 5:15 PM

7:30-8:30 AM

8:30 - 8:45 AM I

8:45-9:30 AM I
9:30-10:00 AM I

10:00-10:30 AM

10:30 AM - 3:30 PM I

Registration

Breakfast

Opening Remarks

Keynote | The Future of Human-Robot Interaction
Kate Darling, MIT

Fortifying APIs and Safeguarding Against Top Threats PLATINUM

Patrick Sullivan, Akamai Technologies, Inc.

AM Networking & Snacks

Capture the Flag Team Building via Competitive Learning TS TS LG

Hosted by Principal Financial Group & Zurich Insurance Group | Prize Sponsored by Binalyze
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10:30-11:15 AM

11:30 AM-12:15PM

12:15-1:45PM

1:45-2:30 PM

TLP WHITE W

The Problems with Audio
Deepfake Detection

Carrie Gates, Bank of America

How To Create & Maintain an Intel
Sharing Program

Adam Perino, Regions Bank;

John Suver, Bank of America;

Liz McAlpine-Geary, FS-ISAC;

Sydney Jones, BNP Paribas

GLOBAL INTEL/ATTACKS

Fraud Detection Challenges and
Approaches- No Silver Bullet

Payal Shah, F5

PNC Security Quality Assurance

Amy Saveikis, Angela Williams,
Celeste Grimm & Tracey Blake, PNC Bank

GLOBAL INTEL/ATTACKS
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The Wild Hunt - A Tale of Tracking a
Transnational Fraudster

Benjamin Hoffman & Kate Dowling, Synchrony

Intelligence is a Cycle, Feedback is Key

Jason Keirstead, Cyware

GLOBAL INTEL/ATTACKS

| AGENDA SUBJECT TO CHANGE

Community Bank/Credit Union
IAM Implementation

Joyce Flinn, First United Bank & Trust

IDENTITY

Third-Party Service Provider Guidance
Jeff Jackson, NASB; Jeffrey Korte, FS-ISAC

GRC & RESILIENCE

The Path from Legacy MFA
to Modern Passkey Authentication

Josh Cigna, Yubico, Inc.

IDENTITY

Cyber Legal and Reg Landscape and
Advocating for the Future

Alison Atkins & Murray Kenyon, US Bank

GRC & RESILIENCE

Building Defense of Depth to Combat
Credential Abuse Attacks

Brock Humes & Kevin Yu, Fifth Third Bank

IDENTITY

Best Practices in Assessing and
Preventing Insider Threats

Jason Cruces, Wells Fargo Bank;
Saryu Nayyar, Gurucul

GRC & RESILIENCE

The Human Element-Cybersecurity’s
Co-Pilot

Jaclyn Sanchez & Sebastiaan Gybels, CoinFlip

SECURITY ORGANIZATIONS & PEOPLE

Master the Ordinary with
Extraordinary Learning Approach

David Krygowski, Cyberbit;

James Yarnall, Discover Financial Services;
Philip Schneider, Cyberbit;

Vivek Kumar, Cboe Global Markets

SECURITY ORGANIZATIONS & PEOPLE

Building a Better Purple Team Program

Eric Gagnon, Desjardins;
Jared Atkinson, SpecterOps

SECURITY ORGANIZATIONS & PEOPLE
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Information Sharing within the Fusion MFA is so 80's-Invisible MFA with Navigating the Cyber Threat
Model Continuous Authentication Intelligence Career Maze
John Lopez, Justin Hayes & Pam Simpson, Paul Trulove, SecureAuth Alena Funtikova-White, State Farm Insurance Co.;

Amanda Eley, Comerica Bank; Kyle Davis,
Target; Santiago Holley, General Electric

IDENTITY SECURITY ORGANIZATIONS & PEOPLE
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2:45-3:30 PM
Artificial Intelligence / Real Threats The Dance Between Insider Threats
Christopher Carlis, Zurich Insurance Company and DLP
Ltd; Mike Connor, Principal Financial Group JC Checco, Proofpoint
3:30-4:00 PM PM Networking & Snacks
Critical Capabilities for Today’s Attack RADAR for DDoS. The Critical CyberOps & M&A: Overcoming
Surface Management Breakthrough in DDoS Security Diligence & Integration Obstacles
Wes Hutcherson, Bishop Fox Matthew Andriani, Mazebolt Robert Allen, Gallagher;
Todd Thiemann, ReliaQuest
4:00 - 5:00 PM
Outsmart Any Attacker Exploring AWS IAM Role & Instance
Aaron Mog, Stairwell Profile Quirks
Andre Rall, Uptycs
5:00-6:30 PM Booth Crawl Reception
TUESDAY | 3 OCTOBER, 2023 TIMEZONE: EDT
7:30 AM - 5:15 PM Registration
7:30-8:30 AM Breakfast
8:30 - 8:45 AM I Opening Remarks

TLP WHITE @ | AGENDA SUBJECT TO CHANGE FS-ISAC 2023 FINCYBER TODAY SUMMIT AGENDA | 3



@ FS-ISAC
FinCyber Today Summit
Orlando, FL | 1 - 4 October

8:45-9:30 AM

9:30-10:00 AM

10:00-10:30 AM

10:30 AM - 3:30 PM

10:30-11:15 AM

11:30 AM-12:15PM

12:15-1:45PM

TLP WHITE W

Zero Trust

Bashar Abouseido, Charles Schwab

Consolidation Chat: Doing More with Less

David Cass, GSR; Niall Browne, Palo Alto Networks; Stacy Hughes, Voya Financial

AM Networking & Snacks

Capture the Flag Team Building

Hosted by Principal Financial Group & Zurich Insurance Group | Prize Sponsored by Binalyze

The Stolen Checks and the Chamber
of Dark Web Secrets

Chace Watson & Steven Somma,

Regions Bank

Connecting the Dots: Fraud Intel
Across the Kill Chain

Josh Maddox & Ryan Praskovich, Nationwide
Mutual Insurance Company

GLOBAL INTEL/ATTACKS

Fighting Phone Fraud New Frontiers Of
Risk Mitigation

Adam Perino, Regions Bank;

Mike Rudolph, YouMail, Inc

Future-Proofing Cybersecurity and
Fraud Detection

Brandon Hoyt & James Hilbert, Huntington
Bank; John Petty, Huntington Bancshares
Incorporated

GLOBAL INTEL/ATTACKS

Auth Proxy Attacks: Detection,
Response and Hunting

Chris Beckett & Chris Merkel,
Northwestern Mutual

TECH, APP, DATA & NETWORK

Adopting a Risk Based Approach
Requires Taking Risks

Jason Mayor, Raymond James;

Lisa Pascetta, Citigroup;

Rachel Wilson, Morgan Stanley;

Susan Whittemore, MassMutual

GRC & RESILIENCE

What's the Deal with Data Egress
Doug Whipp & Liv Long, Nationwide

TECH, APP, DATA & NETWORK

Preventing Insider Risks from
Becoming Insider Threats

Armaan Mahbod & Lynsey Wolf,
DTEX Systems

GRC & RESILIENCE

Lunch: Collaborating with our Sector’s Critical Providers
David Stone, Google & Steve Winterfeld, Akamai Technologies, Inc.

| AGENDA SUBJECT TO CHANGE

PLATINUM

CAPTURE THE FLAG

Scoring Vendor Risk in Near Real Time
Kristina Dzeparoska & Soban Bhatti, TD Bank

SUPPLY CHAIN

Supply Chains: The Crack in the
Bedrock

Kasimir Schulz, Trellix

SUPPLY CHAIN
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Who are you Really Talking to?
Being Prepared for Vishing
Betsy Balgooyen Keller & Guy Pearson,
Bank of America

Decoding Digital ‘Alphabet Soup’ for
Cyber Resiliency

Erik Gaston & Tim Morris, Tanium

TECH, APP, DATA & NETWORK

Supply Chain Attacks Panel

Moderator: Ali Khan, ReversingLabs

Ajoy Kumar, Wells Fargo;
Ismeet Dhillon, Goldman Sachs;
Vivek Kumar, Cboe Global Markets

SUPPLY CHAIN

1:45-2:30 PM
Going Beyond Vulnerability Mgmt. into PCI Insights-Preparing
Findings Mgmt. for PCI DSS v4.0
Frank Clowes, JPMorgan Chase & Co. Chelsea Lopez, FIS;
Karen Helmberger, FS-ISAC
Secure the Front Door Routing Security is Supply Chain Let's All Agree, Questionnaires are
Stephanie Miracle, Federal Reserve Financial Security Worthless
Services Megan Kruse, Internet Society Amandeep Lamba & Stephanie Hardt, PwC
D
2:45-3:30 PM Future of Cyber Defense: Utilizing a
Cyber Lab
Christopher Alexander & Kyle Kidd, Synchrony
3:30-4:00 PM PM Networking & Snacks
Protecting Financial Services Optimizing your People, Passkeys And What It Means
with DPSM Tech, and Budget with Expel To Financial Services
Chris Eicher, BigID Tyler Fornes, Expel Michael Rothschild, HYPR Corp.
4:00 - 5:00 PM - . .
Failing to Comply: Breaking the Spiral of More
The Urgent Need for Security Policies in Security with Al
Lisa Umberger, Sicura Kishore Yerramreddy, Vectra Al
6:00 - 10:00 PM

TLP WHITE W

Signature Dinner Event

| AGENDA SUBJECT TO CHANGE
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WEDNESDAY | 4 OCTOBER, 2023

TIMEZONE: EDT

7:30 AM - 3:00 PM

7:30-8:30 AM

8:30-8:45 AM

8:45-9:30 AM

9:30-10:00 AM

10:00-10:30 AM

10:30 AM - 3:30 PM

10:30-11:15 AM

11:30 AM-12:15PM

TLP WHITE W

Registration

Breakfast

Opening Remarks

CISO Panel: What Keeps You Up at Night

Moderator: Linda Betz, FS-ISAC

Panelists: Ariel Weintraub, Mass Mutual, Jack Burback, Wintrust Financial, Mike Priest, Globe Life; Stacy Hughes, Voya Financial

Stopping Dynamic Threats with Zero Trust Architecture + Al

Gary Sherman, Liberty Mutual Insurance; Jay Chaudhry, Zscaler, Inc.

AM Networking & Snacks

Capture the Flag Team Building

Hosted by Principal Financial Group & Zurich Insurance Group | Prize Sponsored by Binalyze

Triangulation Fraud-
Prepare for Black Friday 2023

Karen Helmberger, FS-ISAC

InfoStealers: Lowering the Bar, Raising
the Stakes

Cheryl Biswas, TD Bank

GLOBAL INTEL/ATTACKS

Finding Fraud Hiding at the Edge

Adam Barrett, DefenseStorm;
Mark Moore, Banner Bank

Taking Control of the Mailbox: A Panel
with MassMutual

Ariel Weintraub & Eric Guzek, MassMutual;
Rajan Kapoor, Material Security

GLOBAL INTEL/ATTACKS

| AGENDA SUBJECT TO CHANGE

Kubernetes - A Red Team Perspective
Khush Vaghela, JPMorgan Chase & Co.

TECH, APP, DATA & NETWORK

Foundations of Exercising
Felicia Guerin, FS-ISAC

GRC & RESILIENCE

Protecting Assets & Identities by
Automating SaaS Security

Brendan O'Connor, AppOmni;
Stephen Vogt, TD Bank

TECH, APP, DATA & NETWORK

Tri-Sector Coordination
Liz McAlpine-Geary &
Victoria Larson, FS-ISAC

GRC & RESILIENCE

PLATINUM

CAPTURE THE FLAG

Practical Guide to Addressing the
CyberSecurity Talent Gap

Greg Kyrytschenko, Guardian Life

SECURITY ORGANIZATIONS & PEOPLE

Empower and Elevate: Develop the
Next Gen of Security Leaders

Brittany Hetzell & Jacqueline O'Toole,
PNC Financial Services Group

SECURITY ORGANIZATIONS & PEOPLE
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12:15-1:45 PM Lunch

From Application to Closing: Patch, Vulnerability Analysis, Incident Response:

Securing the Mortgage Journey Remediation, Prioritization A Firefighter's Approach

Christopher Bonham, Fannie Mae, JonPaul Heurich, Oleg Kirillov & Steve Chong, AJ Jarrett, DTCC

Darin Hurd, Guaranteed Rate, Inc. MUFG Bank

D
1:45 - 2:30 PM ) . . ) .

Ranking Actors in the Threat Locked Shields After Action Review

Landscape: A Methodology and Planning for 2024

Jo Kleiman, FS-ISAC; Cameron Dicker, FS-ISAC

Scott Eggins, Hargreaves Lansdown

GLOBAL INTEL/ATTACKS GRC & RESILIENCE

Members Only

Proactive Fraud Prevention - Testing AV for fun, Profit, Uncharted:

Best Practices and Insight The Sea of M&A Risk

Brian Allen, Bank Policy Institute; Lisa Zeimetz, Donald Carpenter,

First National Bank and Trust; Sam Strohm, Raymond James & Associates, Inc.

PNC Financial Services Group

2:45-3:30 PM

Understanding the Legal Implications Industry Lessons Learned in

of Generative Al Implementing the CRI Profile

Benjamin Dynkin, Carrie Norman, AIG; Emily Beam, Cyber Risk

Wells Fargo Bank Institute; Karl Schimmeck, Morgan Stanley;

Soo-Youn Yi, PNC

Members Only

Intelligence Inside - A Non-traditional From Nothing to Impact: Building an Digital Assets Roundtable

Approach to CTI Insider Risk Program Host: Karen Helmberger, FS-ISAC
3:45-4:30 PM Chris Blow & Stephen Ernharth, Liberty Elisa Corcoran, DTCC

Mutual Insurance Company
4:30 - 5:30 PM Closing Reception
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