@ FS-ISAC
Americas Spring Summit

Denver, CO | 19 - 22 March

AGENDA

SUNDAY | 19 MARCH, 2023 TIMEZONE: MST

3:00- 6:00 PM Early Registration

5:00 - 7:00 PM Opening Welcome Reception

7:30 - 8:30 AM Registration and Breakfast

8:30 - 8:45 AM Opening Remarks

8:45 - 9:30 AM Keynote with Nicholas Thompson

Protecting Digital Assets with Zero Trust Architecture
9:30-10:00 AM Jay Chaudhry, Zscaler, Inc; Jeff Lund, Marsh McLennan

What if Emerging Threats Could be the Best Security Enablers
10:00 - 10:30 AM Nicole Clement, Bank of America, Chris Mikucki, Ernst & Young LLP

10:30 - 11:00 AM Networking Snack Break
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11:00-11:45 AM

12:00-12:45PM

12:45-1:45PM

2:00-2:45PM

TLP WHITE W

Legal is your Friend, not Foe!
Lori Anello & Jessica Dipre, Fifth Third Bank

SECURITY ORG

Finding Our Way Through
Third-Party Security Management

David DeLuca & Jennifer Kessler, Vanguard

SUPPLY CHAIN

Mastering the (Extra)Ordinary:
A New Red Team Maturity Model

Brent Harrell & Garet Stroup, Humana

SECURITY ORG

The FinServ Supply Chain: An
Underestimated Attack Surface

J.C. Checco, Proofpoint

SUPPLY CHAIN

Lunch

Implementing GRC and Keeping
the Momentum Going

Courtney Buchanan, AFLAC

Banking on Phish
Rodney Pelsy & Zak Grater, Citi

PAYMENTS & FRAUD

Secure Cyber Insurance Coverage
in the Age of Global Threats

Kimberly Buckner & Paul Gouge, CNA Insurance

Payment Fraud

Tammy McKinnon, Scotiabank

PAYMENTS & FRAUD

Becoming an FS-ISAC Champion Lunch Session

Deirdre Bower, FS-ISAC

Where is the Team?
James Potter & Raja Jasper, Huntington Bank

SECURITY ORG

Malware Combating in Financial
Service Software Supply Chain

Ali Khan & Matt Rose, ReversingLabs

SUPPLY CHAIN
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Advancing Security and
Compliance with Modern FIDO Auth

Dallas Knudson, Discover Financial Services;
Josh Cigna, Yubico

Payment Card Fraud:
The Factors Driving Criminal Demand

Stanislav Alforov, Recorded Future

PAYMENTS & FRAUD

Running Up That Hill:
Maturing Your CTI

Brandon DiGiulio & Lea Cure, Citizens Bank

GLOBAL INTEL

Auth Proxy Attacks:
Detection, Response and Hunting

Chris Merkel & Dan Jackson,
Northwestern Mutual

ATTACKS

How to Think Like a
Threat Actor in the Cloud

Andre Rall, Uptycs

GLOBAL INTEL

Transform Your Sec Posture w/
Strategic Security Testing

Wade Lance, Synack

ATTACKS

From Intelligence Framework
(T4RGET) to Platform Reqs

Sarah Lorch, Standard Chartered

GLOBAL INTEL

KillNet - Hunting for Attribution

ATTACKS
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Denver, CO | 19 - 22 March

Enabling People Through To Catch an Insider Vulnerability Management At Scale
Tech for More Efficient Security Allison Wikoff & Jacob Esparza, PwC Dawn David-Swan & Ken Wilson,
Lamont Orange, Netskope; JP Morgan Chase

Ryan Frillman, Equifax;
Robert Throckmorton, Western Union;
Yonesy Nufiez, Jack Henry

3:00-3:45PM
Threats to the Supply Chain Hunting Adversarial Infrastructure Defending Against Cyber Extortion
Arun Warikoo & Lianne Dings, BNP Paribas; with Open Source Tools Erik Gaston & Tim Morris, Tanium Inc.
Caitlin Fernandez, JP Morgan Chase; Donald McKeon, M&T Bank
Jordan Jeffer, BNY Mellon
3:45-4:15PM Networking Snack Break
Silver Solutions Showcase | Closed to Sponsors
The Answer is Always Cryptography so What's the Question? Segment Everything. Connect Everyone
Brad Beutlich, Fortanix Nicholas DiCola, Zero Networks
Continuous Exposure Reduction Across Hybrid Cloud Master Email Encryption: A Step Closer to Cyber Resilience
Paul Giorgi, XM Cyber Sam Kumarsamy, OpenText Cybersecurity
4:15-5:15 PM A Guide to Modern Business Communication Attacks Prevent Advanced Phishing Attacks, Human Error & Data Exfil
Steven Spadaccini, Safeguard Cyber Jordan Mertel, Egress
Expanding Zero Trust with Email Security Evolution of Prevention-First Al Cybersecurity
Austin Munro, Cloudflare Ross Rosenzweig, BlackBerry Cylance
Cybersec Operations and M&A:
Effective Diligence and Integration
Bo Olsen, Eastern Bank; Todd Thiemann, ReliaQuest
5:15-6:30 PM Booth Crawl Reception
TUESDAY | 21 MARCH, 2023 TIMEZONE: MST
7:30-8:30 AM Registration and Breakfast
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8:30 - 8:45 AM Opening Remarks

Data Controls for the Big-Bang Era of Cloud Data
8:45-9:15 AM Awah Teh, Capital One; Oleg Aspis, TIAA; Rehan Jalil, Securiti

How Cybercriminals Capture Customer Info w/o Network Access

9:15-9:45 AM Brad Wardman & Tony Harris, Booz Allen Hamilton

9:45-10:15 AM Networking Snack Break
Listen-First Approach Identifying and Responding Agile Methodology Meets
to InfoSec Consulting to Insider Threats the Intelligence Cycle
Adam Dzuricky, Erie Insurance Marcus Cavil, Raymond James; Chris Alexander, Synchrony

Michael McKinley, Raymond James Financial

SECURITY ORG GLOBAL INTEL

10:30-11:15 AM Creating Cyversity in Cryptocurrency Threats and You Post-Quantum Security
the Financial Sector Jeremy Harchelroad, State Street; Considerations For FinSvcs
Jenny Menna, Humana, Meg Anderson, Kate Dowling, Synchrony Financial; Ronald Jones, DTCC
Principal; Vernecia Ruffin, Mass Mutual Sydney Jones, BNP Paribas;

Trish Denno, Fidelity Investments

PEOPLE PAYMENTS & FRAUD POST-QUANTUM CRYPTOGRAPHY

What does the FS-ISAC Board do? What Can Financial Institutions Off-Label EDR Threat Hunting
Ann Barron-DiCamillo, Citi; Karl Schimmeck, Learn from Shipbuilders? Chris Boehm, SentinelOne;

Morgan Stanley; Kris Fador, Bank of America; Guruprasad Ramamoorthy, S & P Global; Joseph Weber, Regions Bank

Meg Anderson, Principal Jason Aguiar, Akamai

SECURITY ORG GLOBAL INTEL

11:30 AM-12:15PM

Empowering Others Through How Your Contact Center & Office Hours -
Purposeful Mentoring IVR are Being Weaponized A Continuing PQC Saga
Clark Cone, MassMutual Darren Baldwin & Shawn Hall, Pindrop David Edelman, Citi

PEOPLE PAYMENTS & FRAUD POST-QUANTUM CRYPTOGRAPHY

12:15-1:15PM Lunch
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Making CISA Advisories Leveraging Threat Intelligence Bust Machine Learning

a Pillar of Security Program to Modernize Cyber Insurance Myths to Build Your Program
Anne Marie Zettlemoyer, Cycognito, Brian Riley & Derrick Lewis, Stephen Salerno, Fifth Third Bank
Joe Calia, MasterCard; Liberty Mutual Insurance

Martin Kihiko, Cybersecurity and Infrastructure

Security Agency (CISA);

Poonam Verma, US Bank

SECURITY ORG GLOBAL INTEL

1:30-2:15PM

How to Build Security Teams Bridging the Gap PQC Industry Standardization

for Lasting Cyber Resilience Between Security & Fraud Jeff Stapleton & Peter Bordow, Wells Fargo

Dan Potter, Immersive Labs Annie Howard & Nathan Adams,

PNC Financial Services;
Reese D'Herckens, ExtraHop

Solving Real World Security Solving Multi-cloud Identity w/Cloud The Future of Cyber Threats

Challenges Using Metrics Infra Entitlement Mgmt

Moderator: Nik Whitfield, Panaseer Johan Lund, Accenture

Panellists: Charlotte Jupp, Panaseer;

Christian Adam, BNY Mellon;

Paul Rogers, JP Morgan Chase;

Shawn Bowen, World Fuel Services

CED
2:30-3:15PM

Belonging and Community: Preparing for High-Volume FinSvcs specific response

Build and Keep a Diverse Workforce Phishing-as-a-Service Threats for Post-Quantum Cryptography

Aisha Jimoh, FS-ISAC Guy Pearson & Mike Kielt, Bank of America George Webster, HSBC,

Mike Silverman, FS-ISAC;
Peter Bordow, Wells Fargo

3:30- 4:00 PM Networking Snack Break
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Tempt the Titans
Titans: Asim Murad, Bank of America; Brian Minick, Fifth Third Bank; Gary McAlum, AIG; Roberto Armenteros, Citi

In the Eye of the Storm: Mastering Cloud Incident Response
4:10-4:30 PM Paul Stamp, Cado Security

SBOMs w/o F-Bombs - Select, Secure & Maintain OSS at Scale
4:30-4:50 PM Varun Badhwar, Endor Labs

Threat Hunting: Not a Buzz Word, but a Game Changer...
4:50-5:10 PM Scott Poley, Cyborg Security

Quantum Security & Y2Q..... Is Y2Q a Red Herring?

5:10-5:30 PM Denis Mandich, Qrypt
6:00 - 10:00 PM Signature Dinner Event

WEDNESDAY | 22 MARCH, 2023 TIMEZONE: MST
7:30-8:30 AM Registration and Breakfast

Discussion with Critical Providers
8:30 - 8:45 AM David Stone, Google; Mani Sundaram, Akamai; Steven Silberstein, FS-ISAC

An Abnormal Approach to Risk Reduction: Securing Email
8:45-9:15 AM Arun Singh, Abnormal Security; Clayton Krueger, Ascensus; Gary Sherman, Liberty Mutual

Balancing Innovation and Cyber Risk During Digital Xforms

9:15- 9:45 AM Moderator: Aly Farooqui, IBM Cloud
Panellists: Charles Henderson, IBM; Joe LoBianco, CIBC; Ronald Smalley, Fiserv

9:45-10:15 AM Networking Snack Break
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10:15-11:00 AM

11:15AM-12:00 PM

12:15-1:00 PM

1:00 - 2:00 PM

TLP WHITE @

Lines in the Sand or Etched in Stone?

Elizabeth Brady, Kristin Royster &
Kristopher Fador, Bank of America

SECURITY ORG

The Mind of a CISO

Edward Contreras, Frost Bank

BOARD REPORTING & LEADERSHIP

Push Button Intel —
Automating the Grunt Work

Parker Eastman, Liberty Mutual

SECURITY ORG

Better Together:
Intelligence and Insider Threat

AJ Nash, ZeroFox

BOARD REPORTING & LEADERSHIP

Keeping Teenage Extortionists
Off Your Cyber Lawn

Adam Perino & Nick VanGilder, Regions Bank

SECURITY ORG

Master the 3 Levels of
Strategic Risk Decision Making

Nathan Wenzler, Tenable

BOARD REPORTING & LEADERSHIP

Lunch and Raffle
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Secure Identity & Forge a
Resilient Future for Your Business

Derek Melber, QOMPLX, Inc.;
Jonathan Mason, Fidelity National Financial, Inc.

Why a Maverick Mindset is
what “Next-Gen CTI” Needs

Mike Lefebvre, SE/

GRC

How To Start a Successful
DevSecOps Program

Josh Hankins, Qualys

APP & DATA

CRI Profile in Action:
A Use Case by Fulton Bank

Barth Bailey & Brad Agatone, Fulton Bank;
Emily Beam, Cyber Risk Institute

GRC

Cloud Security Fundamentals:
Protect Your Digital Assets

Tim Chase, Lacework

APP & DATA

The Inside Scoop with Fiserv:
The Transition to Passwordless

Bojan Simic, HYPR; Dawn Watters, Fiserv

Manage Secret Credential
Scanning in Source Code

Vivek Kumar, CBOE

APP & DATA

GLOBAL INTEL

What is Threatcasting and
Why Should We be Doing it?

Michelle McCluer, Mastercard

RESILIENCE

You Can't Stop What You Can't See —
Threat Hunting w/Osquery

Steve Shedlock, SE/

GLOBAL INTEL

Peer-Benchmarked Threat
Resiliency Metrics

Bashar Abouseido, Charles Schwab;
Dave Ritenour, Capital Group; David Cowart,
Chubb; Tim Wainwright, Security Risk Advisors

RESILIENCE

Collective Defense:
Intel Sharing, Collab., & Automation

Neal Dennis, Cyware

GLOBAL INTEL

Operational Resilience Risk Level:
Creating a Baseline

Cameron Dicker, FS-ISAC

RESILIENCE
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2:15-3:00 PM

3:15-4:00 PM

4:00-5:00 PM

TLP WHITE W

Members Only

Proactive Threat Detection
Through Geopolitical Intel

Olivia DiFresca & Ryan Smith, TD

ABCs of Cybersecurity in
the Financial Sector

Greg Markovich, FINRA;

Jeffrey Potter, Davenport & Company LLC;
Peter Falco, FS-ISAC;

Sydney Jones, BNP Paribas

Members Only

Detection Engineering
Evolution for Quality Detections

Sarah Beck, State Farm Insurance;
Steph Klingele, State Farm
Understanding & Combatting

Card Fraud Best Practices
Karen Helmberger, FS-ISAC

Closing Reception
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Threat Modeling: A Different
Approach to Security Intel

Lauren Jones, MassMutual

Building Muscle Memory Through
Exercising: Cyber Ranges

Cameron Dicker, FS-ISAC;
Matthew Goard, Morgan Stanley

A Discussion on Improving
Resilience Through Exercises

Anne Kiplinger, Lori Bilske & Rikki George,
CME Group

How to Fail at Cyber Threat
Intelligence

Presenting Cybersecurity to the Board
Jerry Perullo, TBD

More Events, Less Tix! Our Journey to
Risk-Based Analysis

Beth Young, Aflac

Navigating Evolving Cyber
Incident Notification Requirements

Heather Hogsett, BITS/BPI;
John Carlson, American Bankers Association

Your Strategy Needs a Strategy
Carrie Norman & Kristina Dorville, AIG
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