FS-ISAC 2021 Americas Spring Virtual Summit

Agenda Overview 27-29

Agenda subject to change April 2021

Tuesday 27 April 2021

Global Intel

10:00-10:15a.m. OPENING REMARKS

10:15-11:00 a.m. KEYNOTE
Chris Inglis, Former Deputy Director of National Security Agency interviewed by
Ann Barron-DiCamillo, Managing Director, Global Head of Cybersecurity Operations, Citi

11:00-11:05 a.m. Commercial Break
Global Intel Technology & Third-Party Risk
11:05-11:50 a.m. Case Study and Tutorial: The Method & Impact of Employing Attack Surface Intelligence: Defense in the Age of Digital
Featured Streaming Threat Reconnaissance Transformation
Sessions David Monnier, Team Cymru Steve Ginty, RiskiQ
11:50 a.m.=-12:00 p.m. Commercial Break
Global Intel GRC & Resilience Payments & Currency VB & Uiz
Party Risk

12:00-12:30 p.m. Breaking Quarantine: Brand Monitoring and Spotting the Face: Enhancing Wait Aren’t They Our Vendor?
Streaming Channels Enabling Effective Cross- Takedowns: Lessons from Synthetic Identity Fraud Using Threat Intelligence to

Border Intelligence Exchange a Year Fighting Domain Detection Minimize Supplier Risk

Chad Breslin, CIBC Infringement Jeffrey Feinstein, LexisNexis Risk Amanda Lam, CIBC

Stephen Williams, TD Bank Dan Paltiel, Intercontinental Exchange Solutions Josh Darby MacLellan, CIBC

Sydney Jones, CME Group Mike Cook, Independent Rachel Babins, CIBC

Megan Foster, FS-ISAC Mike Timoney, Federal

Reserve Bank of Boston

12:30-12:35 p.m. Commercial Break
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12:35-1:05 p.m.
Streaming Channels

1:05-1:10 p.m.

1:10-1:40 p.m.
Streaming Channels

1:40-1:45 p.m.

1:45-2:15 p.m.
Streaming Channels

2:15-2:30 p.m.

TLP

2021 Americas Spring Virtual Summit

Agenda Overview

Agenda subject to change

Executive Panel: Best
Practices to Implement in
Your PAM Strategy

Christopher Hills, BeyondTrust
Brandon Harberfeld, Investec

Angela Benardini, Black Knight FinServ
Jeff Lundberg, Masada Cyber Security

The CostaRicto Campaign:
A Case of APT Mercenaries

and Novel Malware
Anuj Soni, Blackberry

Commercial Break

27-29
April 2021

Global Intel GRC & Resilience Payments & Currency Tecm;g'::g)l"i&s:h"d'

ATT&CKing Offensive

Operations
Scott Taylor, T. Rowe Price

Understanding Fraud &
Fraud Detection in Financial

Services
Steve Biskie, RSM US LLP

Global Intel GRC & Resilience Payments & Currency Tecm;t;l:;g){“&s:hlrd-

Jumpstart Your Security
Journey with a Modern

Approach to Zero Trust
Jennifer Jeremiah, Google

Lessons Learned from

Vishing and Robocalls
Kevin Thomsen, Bank of America

Post Solar Winds Security

Shift
Kurt Lieber, Wells Fargo

Commercial Break

How Can You Trust New
Customers You've Never

Seen Before?
Ayelet Biger-Levin, BioCatch

Global Intel GRC & Resilience Payments & Currency Tec'“:;'::g‘:“&s:h"d'

Quantifying &
Communicating Cyber Risk

to the Board of Directors
Jerry Caponera, ThreatConnect Inc.

Early Discovery: Being the

First to Report Vendor and
Client Ransomware Events
Aaron Alviso, Wells Fargo

Adam Perino, Wells Fargo

Eric Gumbert, Wells Fargo

Steve Taylor, Wells Fargo

Closing Remarks

How Do You Solve a Problem

like Passwords?
James Marsden, Liberty Mutual

Open Finance and Why
CISO’s Should Care

Don Cardinal, Financial
Data Exchange, FDX
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Wednesday 28 April 2021

Global Intel
10:00-10:15 a.m. OPENING REMARKS

KEYNOTE

Covid-19 Immunity in the US. Data Driven Forecasts to Help Members Adjust 2021 Plans
Max Morris, Ally Financial, Inc

Paul Benda, SVR, American Bankers Association

Youyang Gu, Data Scientist

10:15-11:00 a.m.

11:00-11:05 a.m. Commercial Break

Global Intel Technology & Third-Party Risk
11:05-11:50 a.m. The Ransomware Offensive: How to Take the Fight to the Demystifying Cloud Concentration Risk
Featured Streaming Enemy Jeff DiMuro, ServiceNow
Sessions Jerry Bessette, Booz Allen Hamilton Lauren Robbins, ServiceNow

Fred Frey, Booz Allen Hamilton
Katherine Keefe, Marsh and McClennan

11:50 a.m.=12:00 p.m. Commercial Break

o Technology & Third-
App & Data Global Intel GRC & Resilience Party Risk

12:00-12:30 p.m. Remote But Never How to Fail at Threat Bigger Phish to Fry: Integrating Mobile Into Your
Streaming Channels Disconnected Intelligence Examining Hybrid Phishing Cyber Program
Steve Sparkes, Bank of America Attacks John Rouse, JPMorgan Chase
Todd Ferguson, Raymond James Siobhan Katilie, Capital One

Wayne Hilt, Huntington

12:30-12:35 p.m. Commercial Break
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o Technology & Third-
App & Data Global Intel GRC & Resilience Party Risk

12:35-1:05 p.m.
Streaming Channels

1:05-1:10 p.m.

What The World Needs Now -
How Security Practices Need

to Change
Lisa Lee, Microsoft

FS-ISAC STIX/TAXII Feed

Service Offering Overview
Chris Ricard, FS-ISAC

PowerShell for Security

Nerds
Aaron Katz

Building an Enterprise Data

Protection Program
Jim Routh, BigID

Commercial Break

- Technology & Third-
App & Data Global Intel GRC & Resilience Party Risk

1:10-1:40 p.m.
Streaming Channels

1:40-1:45 p.m.

Beyond SolarWinds:
Defending Against Attacks
on Federated Authentication
Andrew Jaquith, QOMPLX

Fireside Chat between
Sheltered Harbor and FIS
on Operational Resilience

Strategy
Carlos Recalde, Sheltered Harbor
Scott Yoshimura, FIS

Future of Cyber Threats to

Financial Services
Howard Marshall, Accenture

Security’s Role for
Trustworthy Al (and other)

Models
Mike Silverman, FS-ISAC

Commercial Break

- Technology & Third-
App & Data Global Intel GRC & Resilience Party Risk

1:45-2:15 p.m.
Streaming Channels

2:15-3:00 p.m.

TLP

Incredible Email Hacks You'll

Never Expect
Roger Grimes, KnowBe4

What Alr Disaster
Investigations Teach us
About Computer Forensics

Through the Looking Glass:
Data Governance in the
Cloud

Laurie Litwack, Microsoft

Navigating SolarWinds: A
Team Effort to Shore Up Our
Defenses

Adam Perino, Wells Fargo

Brian Heemsoth, Wells Fargo

Ryan Linn, Wells Fargo

Sarah Heidenreich, Wells Fargo

KEYNOTE

Why you do, or do not, want to become a CISO

Jason Witty, Managing Director, Global CISO, J.P. Morgan Chase & Co
Craig Froelich, CISO, Bank of America

Gary Owen, Outgoing CISO, Wells Fargo
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Thursday 29 April 2021
Global Intel
10:00-10:10 a.m. OPENING REMARKS
Global Intel GRC & Resilience
10:10 a.m.—10:55 a.m. Collective Defense: Why Collaboration is the Key to a Healthy New Approaches to Preventing Vendor Email Compromise in a
Featured Streaming Security Posture Post-SolarWinds Era
Sessions Neal Dennis, Cyware Eric Guzek, MassMutual
Sajan Gautam, Arvest Bank Evan Reiser, Abnormal Security

10:55a.m.=11:00 p.m. Commercial Break

App & Data Global Intel GRC & Resilience Payments & Currency

11:00-11:30 a.m. Building Blueberry Muffins From Combat to Driving Forward to The Smarter Way to
Streaming Channels Using DevSecOps Collaboration: Gaining more Centralized, Dynamic Fight Fraud: Adopting the
Value from Pen Test Results Privileged Access FraudClassifierSM Model
Management Andrés Rapela, Federal
Clark Cone, MassMutual Reserve Bank of Boston
11:30-11:35 a.m. Commercial Break
App & Data Global Intel GRC & Resilience Payments & Currency
11:35a.m.—12:05 p.m. Modern Threat Modeling - Selling Breaches: The The Social Engineering Cryptocurrency: An Overview
Streaming Channels Evolution in Practice Transfer of Network Access Playbook
John Steven, ThreatModeler on Criminal Forums Jennifer Kinney, LexisNexis
Software, Inc. Eric Strasser, Northern Trust Risk Solutions

Paul Prudhomme, IntSights

12:05-12:10 p.m. Commercial Break
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27-29

April 2021

Thursday 29 April 2021
App & Data Global Intel GRC & Resilience Payments & Currency

12:10-12:40 p.m.
Streaming Channels

12:40-12:45 p.m.

12:45-2:45 p.m.
Featured Sessions

2:50-3:00 p.m.

3:00 p.m.

Data Protection: Why
We Care and Built a Data

Inventory
Anne Coulombe, MassMutual
Rodney Sanders, Jr., MassMutual

Fraud Actor Tracking and

Countermeasures
Austin Bryan, Fifth Third Bank
Holly Fox, Fifth Third Bank

Commercial Break

Keynote - 2021 Will be the Most Profound Year in
Cybersecurity in our Global History — A Conversation for the
C-Suite

Robert Herjavec, Herjavec Group
Continuous Security Validation. Remove Assumptions. Prove
You're Secure

Avihai Ben-Yossef, Cymulate

Tackling the Fastest Growing Cyber Fraud in 2021
Greg Woolf, FiVerity, Inc.

Closing Remarks

Summit Concludes

What is Tempt the Titans?

Tempt the Titans is a “Shark Tank” style event for early stage, innovative cyber security startups. This event offers an opportunity for
innovative cyber startups to pitch to a panel of financial sector Titans. There will be three judges (CISO’'s and Executives) along with
Robert Herjavec from Shark Tank who will provide feedback on each solution. If the Titans are tempted, they will be offered a formal

evaluation by the firm.

TLP

Operationalizing Governance, = The Use of Synthetics to

Risk and Compliance Commit Pandemic Related
Ken Lynch, Reciprocity Frauds
Rob Ellis, Reciprocity Steve Lenderman, ADP

Unified Identity Protection
Hed Kovetz, Silverfort

Encryption Visibility
Brett Helm, HelmCyber Inc.

Instant-On, Workload-Deep, Cloud-Wide Security And

Compliance For FinServ
Avi Shua, Orca Security
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Summit On-Demand Content

On-Demand Sessions

These thought leader sessions will be available for On-demand streaming during the entire event.

TLP

Cloud Security Automation for Enterprise Risk
Management Simplification | Alex Shulman-Peleg,
Ernst & Young; Nataraj Nagaratnam, IBM

Detect, Disrupt, Respond: Aligning Security
Initiatives with Financial Outcomes | Steve
Moore, Exabeam; Curtis Simpson, Armis

Financial Services & Insurance Industry Threat Review 2020
| Daniel Blackford, Proofpoint; J.C. Checco, Proofpoint

Using Model Driven Security to Apply Risk-based
Controls and Unify Security Data | Deb Makuch &
Jackie Grochowalski, MassMutual with Gurucul

Thinking Like an Attacker: Securing Active Directory
Before the Attacker Arrives | Derek Melber, Alsid

Security Intelligence and the Role of the Evolved
CISO | Dr. Christopher Ahlberg, Recorded
Future; Gerard Brady, Morgan Stanley

New Attacks on the Software Factory Create Significant
Risk in Financial Services Organizations | Jeff Williams,
Contrast Security; Susan Koski, PNC Bank

27-29

April 2021

Tackling Security in Hybrid and Multi-Cloud Environments
with Confidence | Joe Partlow & Ashok Sankar, ReliaQuest

Threat Hunting Beyond the IOC with MITRE
ATT&CK | Joep Gommers, EclecticlQ

How To Embrace Vulnerabilities to Improve Security |
Kathryn Torelli, Capital One; Alex Rice, HackerOne Inc.

Developer Education: Challenges and
Opportunities | Kurt Risley, Checkmarx

What Threat Actors Don’t Want You to Know: Active
Evasion Techniques | Michael Tyler, PhishLabs

Quantifying the Value of Segmentation in the
Enterprise Network | Raghu Nandakumara, lllumio

Leading Bank Balances Digital Innovation and Risk
| Reesha Dedhia & Ameet Naik, PerimeterX

FS-ISAC 2021 Americas Spring Virtual Summit — Summit On-Demand Content





